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Privacy Policy 

General Conditions 

1. Data controller – UAB Bear Pay, company code 305980248 (hereinafter – the 

Company), registered office address Gedimino avenue 44A-201, LT-01110, Vilnius, Lithuania. 

The Company is an electronic money institution authorized and regulated by the Lithuanian 

supervisory authority, the Bank of Lithuania. The Company's activities include exchanging 

crypto and fiat currencies. Bearpay is an exchange and holds the private keys. Bearpay will host 

3rd party wallets where customers can transfer their crypto and fiat currencies. 

1.1. This Privacy Policy sets out the basis on which the Company processes the 

Customer's personal data. This basis is based on the Company's internal policies and procedures. 

All activities of the Company are governed by applicable laws relating to digital currency, 

including, but not limited to, all laws relating to financial institutions and financial services. In 

addition, as the Company collects and uses the personal data of its customers (the “Customers”), 

the Company must use and process the Personal Data of the Customers only in accordance with 

this Privacy Policy and applicable laws governing the protection of Personal Data. 

1.2. Changes to this Privacy Policy: All future changes to this Privacy Policy are 

incorporated by reference into the Terms and Conditions (our framework contract) with you and 

will take effect as specified in the Policy Updates, when they may occur. “Policy Update” means 

a prior notice of changes to any of your agreements with Bear Pay, which Bear Pay may make 

available to you in writing, including in electronic form. If you disagree with the terms of this 

Privacy Policy, please do not register for, or use the Bear Pay Services. 

1.3. Notification of Changes: This Privacy Policy may be revised over time as new 

features are added to Bear Pay Services, or as we incorporate suggestions from our customers. 

We may change this Privacy Policy at any time by posting a revised version of it on our website. 

Unless we have legal grounds to do otherwise, we will provide you with at least 30 days' prior 

notice of the effective date of the revised Privacy Policy. We may post the notice on our website 

and/or send the notice by e-mail. If you disagree with the terms of this Privacy Policy, you 

may close your account at any time. 
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1.4. Third Party Websites: Some pages on the Bear Pay website include links to 

third-party websites. These sites are governed by their own privacy statements, and Bear Pay is 

not responsible for their operations, including, but not limited to, their information practices. 

Users submitting information to or through these third-party websites should review the privacy 

statements of these sites before providing them with personally identifiable information. 

2. Purposes of the processing of personal data and legal basis 
 
2.1. Internal Uses: Our primary purpose in collecting your information is to provide 

you with a safe, smooth, efficient, and customized experience. You agree that we may use your 

personal information to: 

- Process transactions and provide the Bear Pay Services; 

- Verify your identity, including during account creation and password reset 

processes; 

- Resolve disputes, collect fees, and troubleshoot problems; 

- Manage risks, or to detect, prevent, and/or remediate fraud or other potentially 

illegal or prohibited activities; 

- Detect, prevent or remediate violations of policies or applicable user agreements; 

- Provide you with customer support services; 

- Improve the Bear Pay Services by customizing your user experience; 

- Measure the performance of the Bear Pay Services and improve their content and 

layout; 

- Manage and protect our information technology infrastructure; 

- Provide targeted marketing and advertising, provide service updates, and deliver 

promotional offers based on the communication preferences you have defined for your Bear Pay 

account (please refer to the section "Our Contact with Bear Pay Customers" below) and your 

activities when using the Bear Pay Services; and 

- Perform creditworthiness and solvency checks, compare information for accuracy, 

and verify it with third parties. 

- Questionnaires, Sweepstakes, Surveys and Profile Data: If you choose to answer 

our optional questionnaires or surveys, we may use such information to improve Bear Pay 
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Services, send you marketing or advertising information, manage the sweepstakes, or as 

otherwise explained in detail in the survey itself. 

2.2. Our Contact with Bear Pay Customers: We communicate with our users on a 

regular basis via email and chats to provide requested services. We may also communicate with 

our users by phone to: 

- Resolve customer complaints or claims made by users; 

- Respond to requests for customer service; 

- Inform users if we believe their accounts or any of their transactions have been 

used for an illegitimate purpose; 

- Confirm information concerning a user's identity, business or account activity; 

- Carry out collection activities; 

- Conduct customer surveys; and 

- Investigate suspicious transactions. 

2.3. We use your email or physical address to confirm your opening of a Bear Pay 

account, to send you notice of payments that you send or receive through Bear Pay (including 

referral payments described below), to send you information about important changes to our 

products and services, and to send notices and other disclosures required by law. Generally, users 

cannot opt out of these communications, but they will be informational in nature, and not 

promotional. 

2.4. We also use your email address to send you other types of communications that 

you can control, including "news”, “customer surveys” and “notice of special third -party 

promotions”. You can choose whether to receive these communications when you complete the 

registration process, or at any time thereafter, by logging in to your account and then selecting 

settings and updating your communicational preferences. 

2.5. In connection with independent audits of our financial statements and operations 

imposed by applicable law, the auditors may seek to contact a sample of our customers to 

confirm that our records are accurate. However, these auditors cannot use personally identifiable 

information for any secondary purposes. 

2.6. Legal basis: Personal data collected by Bear Pay is processed in accordance with 

the Law on Legal Protection of Personal Data of the Republic of Lithuania, the General Data 

Protection Regulation (hereinafter — the GDPR) and other legal acts. All employees, agents, and 
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employees of the agents of Bear Pay who know the secret of personal data must keep it safe even 

after termination of the employment or contractual relationship. 

2.6.1. Bear Pay is required by law to Verify Your identity, monitor transactions of the 

Client, prevent fraud, money laundering, counter-terrorist financing, other financial crimes, 

properly implement obligations of payment service provider and comply with AML regulations. 

2.7. The Customer is entitled to revoke the consent given to the processing of Personal 

Data for the purposes of direct marketing. The customer can revoke the given consent by sending 

a request by e-mail: support@bearpay.io as well as using the electronic channel for managing the 

Client's account and communicating with the Company. 

3. What Personal Information about user we collect?  

3.1. Required Information: To open a Bear Pay account or use the Bear Pay 

Services, you must provide your name, address, phone number, date and place of birth, 

nationality, the details of your identification document, and email address, and, in some 

instances, other information to be determined by Bear Pay from time to time. In order to top-up 

your balance with Bear Pay or make certain payments through the Bear Pay Services, you must 

provide (where applicable) your bank (or another payment instrument) account information. We 

may also ask you to choose different security questions to answer. 

3.1.1. We will also require other commercial and/or identification information if you 

send or receive certain high-value transactions or high overall payment volumes through the 

Bear Pay Services, or as is otherwise required for us to comply with our anti-money laundering 

obligations under applicable law. 

3.2. Using your device: When you use Bear Pay Services using any device (whether 

connected to Bear Pay wirelessly or by a fixed line or otherwise), we may additionally collect 

and store device sign-on data (including but not limited to device ID) and geolocation data, in 

order to provide Bear Pay Services. 

3.3. Photographs: If you use certain functionalities provided by us, we may ask you 

to upload a picture of you (for example, the photo of your ID) to provide these specific services. 

Your face must be recognizable. 

3.4. Transaction Information: When you use the Bear Pay Services to send funds to 

someone else or request money from someone else, we ask you to provide information related to 

that transaction. This information includes the amount and type of the transaction (purchase of 
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goods, purchase of services, or simple peer-to-peer transfer), other purchase/transactional details 

and the details pertaining to the identity of the third party. Also, when you send money to 

another Bear Pay customer, you may be asked to provide personal details on or to that customer 

to complete the transaction. Those details may also be passed on to us from that customer. We 

also collect the Internet address (IP address) and other identifying information about the 

computer or device you use to access your Bear Pay account or use the Bear Pay Services, in 

order to help us authenticate you and detect possible instances of unauthorized transactions. 

3.5. Information About You From Third Parties: In order to protect all our 

customers against potential fraud, we verify the information you provide with Payment Partners 

and/or Credit Reference and Fraud Agencies as well as information available through internet 

and publicly accessible social network data. During such verification, we may receive personally 

identifiable information about you from such services. If you connect a debit or credit card or 

register a bank account connected with Bear Pay account, we will use card authorization and 

fraud screening services to verify that your bank or card information and address match the 

information you supplied to Bear Pay, and that the card has not been reported as lost or stolen. 

3.5.1. If you send or receive high overall payment volumes or display inconsistent 

transactional patterns through the Bear Pay Services, or if you have a limited transactional 

history with us, in some circumstances we will conduct a background check on you by obtaining 

information about you and your business, and potentially (if legally permitted) also about your 

directors, shareholders and partners, from a credit reference or a fraud agency. If you owe us 

money, we may conduct a credit check on you by obtaining additional information about you 

from a credit reference or a fraud agency, to the extent permitted by law. Bear Pay, at its sole 

discretion, reserves the right to periodically retrieve and review a business and/or consumer 

credit report supplied by such credit reference or a fraud agency for any account, and reserves 

the right to close an account based on information obtained during this credit review process. 

3.5.2. If you use your Bear Pay account to sell items, we may also collect public 

information about your business and your behavior on social media platforms (such as the e-mail 

address etc.) to the extent relevant to confirm an assessment of your transactions and/or your 

business, including its size and the size of its customer base. 

3.6. Information About You from Other Sources: We may also collect information 

about you from other sources, including from other entities of the group to which Bear Pay 
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belongs, other companies (subject to their privacy policies and applicable law), and from other 

accounts we have reason to believe you control (whether in part or in whole). 

3.7. Additional Verification: If we cannot verify the information that you provide, or 

if you request a withdrawal to an account, payment instrument or digital wallet not previously 

used by you, we may ask you to upload or send us additional confirmations or to answer 

additional questions online to help verify your information. 

3.8. Website Traffic Information: Because of the way Internet communication 

standards work, when you arrive at or leave the Bear Pay website, we automatically receive the 

web address of the site that you came from or are going to. We also collect information on which 

pages of our website you visit, IP addresses, the type of browser you use and the times you 

access our website. 

3.9. Cookies, Web Beacons, Local Storage and Similar Technologies: When you 

access our website, or use Bear Pay Services, we (including companies we work with) may place 

small data files on your computer or other device. These data files may be cookies, pixel tags, 

"Flash cookies," or other local storage provided by your browser or associated applications 

(collectively "Cookies"). We use Cookies to recognize you as a customer, customize Bear Pay 

Services, content, and advertising, measure promotional effectiveness, help ensure that your 

account security is not compromised, mitigate risk, and prevent fraud, and to promote trust and 

safety across our sites and Bear Pay Services. 

3.9.1. You are free to decline our Cookies if your browser or browser add-on permits, 

unless our Cookies are required to prevent fraud or ensure the security of websites we control. 

However, declining our Cookies may interfere with your use of our website and Bear Pay 

Services. Please find more information in Cookies Policy in our website www.bearpay.io 

3.10. Communications: When you communicate with us for customer service or other 

purposes (e.g., by emails, phone calls, tweets, etc.), we retain such information and our responses 

to you in the records of your account, for the purpose of proof of commercial transactions and 

communications. 

3.11. Questionnaires, Surveys, Sweepstakes and Profile Data: From time to time, we 

offer optional questionnaires, surveys, and sweepstakes to our users for such purposes as 

collecting demographic information or assessing users' interests and needs. If we collect 

personally identifiable information from our users in these questionnaires, surveys, and 
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sweepstakes, the users will be given notice of how the information will be used prior to their 

participation in the survey, questionnaire, or sweepstake. 

3.12. Account Information: For the purposes of this Privacy Policy, account 

information (“Account Information”) includes without limitation: name, address, date and place 

of birth, nationality, email address, phone number, username, photograph, IP address, device ID, 

geolocation information, account numbers, account types, details of funding instruments 

associated with the account, details of payment transactions, details of commercial transactions, 

customer statements and reports, account preferences, details of identity collected as part of our 

“know your customer” checks on you, and customer correspondence.  

4. How We Share Information with Other Bear Pay Users 

4.1. If you are a registered Bear Pay user and you are sending funds or transacting 

with another registered Bear Pay user, as a part of the transaction, some personal information of 

both parties (name, e-mail address) will be shared as a part of transaction notification. However, 

your card number, bank account and other financial information will not be revealed to anyone 

whom you have paid or who has paid you through the Bear Pay Services or third parties that use 

the Bear Pay Services, except with your express permission or if we are required to do so 

pursuant to credit card rules, a court order or other applicable legal obligation. 

4.2. We work with third parties to enable them to accept or facilitate payments from or 

to you using the Bear Pay Services. In doing so, a third party may share information about you 

with us such as your email address or phone number, when a payment is sent to you, or when 

you are attempting to pay that third party. We use this information to confirm that you are a Bear 

Pay customer and that Bear Pay can be enabled to make a payment, or where a payment is sent to 

you to send you a notification that you have received a payment. Also, if you request that we 

validate your status as a Bear Pay customer with a third party, we will do so. Please note that 

third parties you receive funds or buy with may have their own privacy policies, and Bear Pay is 

not responsible for their operations, including, but not limited to, their information practices. 

4.3. By accepting this Privacy Policy on the basis of a performance of a contract, you 

expressly agree that each time you pay or attempt to pay another Bear Pay customer using your 

Bear Pay account, Bear Pay may transfer the relevant data to such Bear Pay customer, who may 

be located outside the European Economic Area (EEA), to process, execute or otherwise deal 

with and provide information about the payment. Bear Pay is providing transactional information 
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and other information necessary for the use of a Bear Pay mobile application (including point of 

sale products) to another Bear Pay customer whom you have explicitly selected or chosen using 

the Bear Pay mobile application or a point-of-sale product. Such transfers are necessary for the 

performance of your contract with Bear Pay. 

5. How We Share Information with Other Third Parties 

5.1. Just like most banks or financial/payment service providers, Bear Pay works with 

third-party service providers which provide important functions to us that allow us to be an 

easier, faster, and safer way to make payments, and other business partners. We need to disclose 

user data to them from time to time, so that the services can be performed. 

5.2. Bear Pay will not transfer, disclose, sell, or rent any of your personal information 

to third parties for their marketing purposes without your explicit consent, and will only disclose 

this information in the limited circumstances and for the purposes described in this Privacy 

Policy. This includes transfers of data to non-EEA member states, which Bear Pay will always 

endeavor to carry out in compliance with the requirements of the applicable data protection law. 

In this regard, transfers to non-EEA member states may notably be carried out based on adequate 

contractual arrangements, a copy of which may be obtained by you by simple request sent to 

Bear Pay 

5.3. In order to provide the Bear Pay Services, certain of the information we collect 

may be required to be transferred to other Bear Pay group entities or other entities, in their 

capacity as payment providers, payment processors or account holders (or similar capacities). 

You acknowledge that according to their local legislation, such entities may be subject to laws, 

regulations, inquiries, investigations, or orders which may require the disclosure of information 

to the relevant authorities of the relevant country. 

5.4. Data providers: the data subject directly, payment and/or digital currency 

institutions, state and non-state registers, companies processing consolidated debtor files or other 

persons. 

5.5. Groups of data recipients: companies processing consolidated debtor files, 

payment and/or digital currency institutions, lawyers, bailiffs, courts, pre-trial investigation 

institutions, state tax agencies, debt collection and recovery agencies, and other entities having a 

legitimate interest. 
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5.6. As stated in Terms of Use Agreement, you may access Bear Pay partners services 

via Bear Pay system. According to this You may find links to third party websites on our 

website. These websites should have their own privacy policies which You should check. We 

shall not be liable for their policies and activity as We have no control over them. 

5.7. If you choose to use such services, you have to provide your data to such partner 

and accept the terms & conditions of services set by that partner or Bear Pay may share your data 

in order to provide certain services to you upon your request. Bear Pay shall only be an 

intermediary between you and the service provider and is not liable for the proper provision of 

such services. 

6. Cross Border Transfers of your Information 

6.1. Bear Pay is committed to adequately protecting your information regardless of 

where the data resides and to providing appropriate protection for your information if your data 

is transferred outside of the EEA. In this regard, transfers to non-EEA Member States may 

notably be carried out based on adequate contractual arrangements, a copy of which may be 

obtained by you by simple request sent to Bear Pay. 

7. Your Use of Information and Bear Pay Services 

7.1. Bear Pay is committed to handling your customer information with high standards 

of information security. We use computer safeguards such as firewalls and data encryption, we 

enforce physical access controls to our buildings and files, and we authorize access to personal 

information only for those employees who require it to fulfil their job responsibilities, and who 

have committed themselves to confidentiality undertakings. 

7.2. The security of your Bear Pay account also relies on your protection of your Bear 

Pay password. You may not share your Bear Pay password with anyone. Bear Pay 

representatives will never ask you for your password, so any email or other communication 

requesting your password should be treated as unauthorized and suspicious and forwarded to us. 

If you do share your Bear Pay password with a third party for any reason, including because the 

third party has promised to provide you additional services such as account aggregation, the third 

party will have access to your account and your personal information, and you may be 

responsible for actions taken using your password. If you believe someone else has obtained 
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access to your password, please change it immediately by logging in to your account and 

changing your Profile settings and contact us right away. 

8. Accessing and Changing Your Information 

8.1. You can review the personal information you have provided us and make any 

desired changes to such information, or to the settings for your Bear Pay account, at any time by 

logging in to your account on the Bear Pay website or mobile App. If you close your Bear Pay 

account, we will mark your account in our database as "Closed” but will keep your Account 

Information in our database for a period of 10 years. This is for instance necessary in order to 

deter fraud, by ensuring that persons who try to commit fraud will not be able to avoid detection 

simply by closing their account and opening a new account. However, if you close your account, 

your personally identifiable information will not be used by us for any further purposes, nor sold 

or shared with third parties, except as necessary to prevent fraud and assist law enforcement 

authorities, or as required by law. The information you provide us with will not be kept for 

longer than necessary with regards to the purpose of its processing described above, subject to 

statutory retention periods imposed by applicable law. 

9. The rights of the customer as a subject of personal data 

11.1. Pursuant to data protection legislation, the Customer has the right to access all 

Personal Data related to the Customer collected or disclosed by the Company and the right to 

request that such Personal Data be corrected if they are inaccurate or incomplete. The Customer 

may also exercise the following rights at any time. 

11.2.  Right of access. The Customer has the right to receive confirmation from the 

Company whether the personal data related to him is processed and, if so, to get acquainted with 

the said personal data. 

11.3.  Right to redress. The Customer has the right to demand that the Company 

correct inaccurate Personal Data related to him and may also exercise his right to request that all 

incomplete Personal Data be supplemented. Please be informed that the Company may need to 

verify the accuracy of any new data provided by the Customer to the Company. 

11.4. Right to restrict data processing. If the Customer can provide a legitimate 

reason, he has the right to demand that the processing of his Personal Data be restricted. Where 

the processing of data is restricted, such Personal Data may be processed, except for storage, 

only with the consent of the Customer or for the purpose of claiming, enforcing, or defending 
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legal requirements or protecting the rights of another natural or legal person, or for important EU 

or Member State public interest reasons. 

11.5.  The right to data portability. The Customer has the right to receive all Personal 

Data related to him / her that the Customer has provided to the Company, and he / she has the 

right to transfer his / her data to another data controller. Please be informed that this right applies 

only to the information provided by the Customer to the Company. 

11.6.  The right to have data deleted ("right to be forgotten"). The Customer has the 

right to demand that the Company delete all Personal Data related to him if there is no 

reasonable reason for the Company to continue processing them. For certain legal reasons, the 

Company may not always be able to comply with such requests. In such cases, upon receipt of 

the request, the Company will inform the Customer that it is unable to do so. 

11.7.  Right to object. The Customer has the right at any time not to consent to the 

processing of Personal Data related to him, which is processed for the purposes of the 

Company's legitimate interests. 

11.8.  Right to withdraw consent. The Customer has the right to revoke the consent of 

the Company to use his Personal Data at any time. However, this will not affect the lawfulness of 

the data processing that took place before the Customer revoked his consent. In some cases, if 

the Customer withdraws its consent, the Company may lose the opportunity to provide the 

Services to the Customer. 

11.9.  Right to make a request. The customer has the right to submit requests directly 

to the State Data Protection Inspectorate (the Company's supervisory authority for personal data 

protection) regarding any issues related to the processing of personal data. The customer may 

apply to the State Data Protection Inspectorate in accordance with the procedure for handling 

complaints. 

11.10. The Company undertakes to ensure that the Customer, as a data subject, is 

guaranteed all other rights of the data subject described in the applicable laws. 

11.11. Customer may make any request for the processing of their personal data by 

contacting the Company using the contact information provided in this Privacy Policy. The 

Company undertakes to ensure that all requested information is provided within 30 calendar days 

from the date the Company first receives the request. 
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12. Validity and Changes to the Privacy Policy 

12.2. This Policy came into force in 25.08.2022 and was last updated in 25.08.2022. It 

can be changes in the light of changes in legislation and our operations. We will post changes on 

the website www.bearpay.io 

13. Contact Information 

13.2. In case of any questions regarding the processing of your personal data, please 

contact the Data Protection Officer by e-mail: support@bearpay.io 

14. Out of court dispute resolution authority for complaints  

related to processing of personal data  

14.1. You have the right to make a complaint to the State Data Protection Inspectorate (SDPI), 

the Lithuanian supervisory authority for data protection issues.  

Their address is: L. Sapiegos str. 17, 10312, Vilnius, the Republic of Lithuania; e-mail: ada@ada.lt.  

You can find more information on their website: https://vdai.lrv.lt/en/  
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